
China’s Cybersecurity Law – Why are foreign companies concerned? 

 

“There are two types of companies: those that have been hacked, and those who don't 

know they have been hacked.” This line by Cisco CEO John Chambers is one of the most 

familiar quotes about cybersecurity. It’s no wonder companies are worrying about 

safeguarding their business secrets, while at the same time customers are worrying about 

protecting their personal data. Governments are concerned about the security of their 

internal networks, particularly about the threat from cyberterrorist attacks against critical 

infrastructure, such as electricity and water supplies. While the spectacular hacking of 

Germany’s own internal government network has recently made headlines, China is also no 

stranger to the phenomenon, as demonstrated by the hacking of Huawei’s network in 2017. 

It comes as no surprise then that not only European and US governments, but also China’s 

government is seeking to bolster cybersecurity via new regulations. The centerpiece of 

China’s efforts is the new Cyber Security Law, which officially went into effect on June 1st 

2017. By the end of this year, the law is supposed to be fully formulated and ready for wide-

spread implementation. Instead of increasing confidence, however, the law and the recent 

draft provisions concerning cross-border data traffic have fostered significant uncertainty 

among foreign companies. What are the grounds for this? 

First, to many foreign observers, the wording of the law and of the proposed regulations is 

too vague and too broad. Even the essential concept of “network provider” is so vaguely 

defined that heightened security standards could theoretically be required of every single 

company operating its own computer network. The definition of who is an operator of 

“critical infrastructure” is similarly fuzzy, and is accompanied by even more stringent rules. 

For example, the German law implementing the EU Network and Security Directive clearly 

delineates what is considered to be “critical infrastructure,” such as public water and 

electricity supplies. The Chinese definition, on the other hand, is so indeterminate that 

almost all sectors and companies could be affected. Furthermore, the description of which 

kinds of data the law covers is very broad-ranging. The list is so long that it is hard to imagine 

which kind of data – if any – is not covered. Companies are therefore uncertain about 

whether or not they and their products fall within the scope of the law, and which legal 

requirements they need to fulfill. Meanwhile, the threat of severe punishment for violations 

looms, including being barred from operating one’s business. There is a further urgent 

question of how regulations might impact the protection of intellectual property and 

business secrets from third party access. How could we make sure that security checks will 

be designed so that they will be transparent and preclude unwanted transfers of knowhow? 

The same goes for compulsory local data storage, which is, in and of itself already a massive 

intervention in business operations. Data that is being stored centrally on servers is 

definitely at greater risk of being pilfered or lost than when it is kept in decentralized cloud 

storage. 



Second, there are growing worries about the plans for blocking all VPNs, except for those 

running through state-licensed internet connections. Uncertainty prevails here as well. Will 

there still be secure ways to communicate privately? Has the impact on China’s 

attractiveness to foreign businesses, as well as to foreign experts and their families been 

considered? What additional costs might companies have to shoulder? Reported additional 

monthly costs of up to 20,000 Euros for the required purchase of a licensed internet 

connection could place business models, particularly those of small- and medium-sized 

enterprises, in jeopardy. Can the nationwide application of Industry 4.0 succeed if VPN 

connections and cross-border data traffic come to represent highly regulated exceptions, 

rather than the flexible norm? How will the research-intensive activities of companies and 

universities be affected if their choices of internet-based research tools are even further 

restricted? Even though the complete blocking of VPN connections is supposed to become a 

reality within the next few weeks, there is still no specific information concerning exactly 

how and when companies and other users are supposed to become technologically 

compliant with regulations. 

Finally, given the existing legal uncertainties, questions arise over the possible motives 

behind the new regulations. Foreign companies are wondering if the lack of transparency 

and the lack of correspondence with international standards might not serve the interests of 

national industrial policy. For example, the security certification of hardware mandated by 

the Cyber Security Law is guided by purely national Chinese standards. To nobody’s great 

surprise, only hardware made by Chinese producers has thus far been certified. Are foreign 

companies active in seminal internet-based industries being pushed out of the Chinese 

market through non-tariff trade barriers? Could vaguely worded regulations be abused for 

protectionist, case-by-case decisions? 

In order for our economic relationship not to suffer unnecessarily, we urgently call for 

substantive German-Chinese dialogue on these issues, even at the risk of being further 

labeled as “unprofessional and irresponsible.”  Otherwise, there is a growing risk that 

Chinese industries’ connectivity with global value chains might suffer due to the push for 

“cyber-sovereignty,” or state control of data flow. Industry 4.0, which should be the 

foundation for a new phase of deepened Sino-German cooperation, is particularly 

dependent on fast and unobstructed networking between companies and machines across 

borders. 

What should ideally happen now? The Chinese government could send signals that it is 

taking the concerns of companies seriously. Some specific measures might help: clearer 

wording and communication about the implementing regulations would provide more legal 

certainty. This would make investment decisions, currently withheld by some companies due 

to the legal uncertainties, more predictable.  The required technical standards could be 

based more on existing international standards. By doing so, they could not be interpreted 

as aiming at making market access more difficult. The scope of application could be more 

narrowly defined and bureaucratic procedures streamlined. This would be more in sync with 



the needs of real-time, cross-border work processes. In any case, German companies would 

like to be sufficiently heard by the bodies preparing the relevant standards and 

implementing regulations. 

All highly developed industrial countries, including Germany, are facing the challenge of 

regulating activities in cyberspace in a reliable and level-headed way. This means achieving a 

sustainable balance between cybersecurity and free international data traffic. That balance 

might not look exactly the same in every country. However, a rather lop-sided focus on 

national “cyber-sovereignty” increases the risk of thwarting innovation by excessively 

insulating the economy and society from outside influences. A huge opportunity for the 

continued modernization of Chinese industries and for the Sino-German economic 

relationship would be missed. As the digitalization of the Chinese economy progresses, this 

issue will only become more pressing. It will certainly remain high on our bilateral agenda. 


